Recently, the research focus on geographic routing, a promising routing scheme in wireless sensor networks (WSNs), is shifting toward duty-cycled WSNs in which sensors are sleep scheduled to reduce energy consumption. However, except the connected-k neighborhood (CKN) sleep scheduling algorithm and the geographic routing oriented sleep scheduling (GSS) algorithm, nearly all research work about geographic routing in duty-cycled WSNs has focused on the geographic forwarding mechanism; further, most of the existing work has ignored the fact that sensors can be mobile. In this paper, we focus on sleep scheduling for geographic routing in duty cycled WSNs with mobile sensors and propose two geographicdistance-based connected-k neighborhood (GCKN) sleep scheduling algorithms. The first one is the geographicdistance-based connected-kneighborhood for first path (GCKNF) sleep scheduling algorithm. The second one is the geographic-distance-based connected-kneighborhood for all paths (GCKNA) sleep scheduling algorithm. By theoretical analysis and simulations, we show that when there are mobile sensors, geographic routing can achieve much shorter average lengths for the first transmission path explored in WSNs employing GCKNF sleep scheduling and all transmission paths searched in WSNs employing GCKNA sleep scheduling compared with those in WSNs employing CKN and GSS sleep scheduling. Large-scale sensor networks are deployed in numerous application domains, and the data they collect are used in decision-making for critical infrastructures. Data are streamed from multiple sources through intermediate processing nodes that aggregate information. A malicious
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Recently, the research focus on geographic routing, a promising routing scheme in wireless sensor networks (WSNs), is shifting toward duty-cycled WSNs in which sensors are sleep scheduled to reduce energy consumption. However, except the connected-k neighborhood (CKN) sleep scheduling algorithm and the geographic routing oriented sleep scheduling (GSS) algorithm, nearly all research work about geographic routing in duty-cycled WSNs has focused on the geographic forwarding mechanism; further, most of the existing work has ignored the fact that sensors can be mobile. In this paper, we focus on sleep scheduling for geographic routing in duty cycled WSNs with mobile sensors and propose two geographicdistance-based connected-k neighborhood (GCKN) sleep scheduling algorithms. The first one is the geographicdistance-based connected-kneighborhood for first path (GCKNF) sleep scheduling algorithm. The second one is the geographic-distance-based connected-kneighborhood for all paths (GCKNA) sleep scheduling algorithm. By theoretical analysis and simulations, we show that when there are mobile sensors, geographic routing can achieve much shorter average lengths for the first transmission path explored in WSNs employing GCKNF sleep scheduling and all transmission paths searched in WSNs employing GCKNA sleep scheduling compared with those in WSNs employing CKN and GSS sleep scheduling. Large-scale sensor networks are deployed in numerous application domains, and the data they collect are used in decision-making for critical infrastructures. Data are streamed from multiple sources through intermediate processing nodes that aggregate information. A malicious adversary may introduce additional nodes in the network or compromise existing ones. Therefore, assuring high data trustworthiness is crucial for correct decision-making. Data provenance represents a key factor in evaluating the trustworthiness of sensor data. Provenance management for sensor networks introduces several challenging requirements, such as low energy and bandwidth consumption, efficient storage and secure transmission. A novel lightweight scheme is proposed to securely transmit provenance for sensor data. The proposed technique relies on inpacket Bloom filters to encode provenance. Efficient mechanism is introduced for provenance verification and reconstruction at the base station. The secure provenance scheme is extended with functionality to detect packet drop attacks staged by malicious data forwarding nodes. The proposed technique is evaluated both analytically and empirically, and the results prove the effectiveness and efficiency of the lightweight secure provenance scheme in detecting packet forgery and loss attacks. AIM Aim is to design a provenance encoding and decoding mechanism that satisfies such security and performance needs and also preserve the energy of WSN. INTRODUCTION Sensor networks are used in numerous application domains, such as cyber physical infrastructure systems, environmental monitoring, power grids, etc. Data are produced at a large number of sensor node sources and processed in-network at intermediate hops on their way to a Base Station (BS) that performs decision-making. The diversity of data sources creates the need to assure the trustworthiness of data, such that only trustworthy information is considered in the decision process. Data provenance is an effective method to assess data trustworthiness, since it summarizes the history of ownership and the actions performed on the data.
SCOPE OF WORK
In a multi-hop sensor network, data provenance allows the BS to trace the source and forwarding path of an individual data packet. Provenance must be recorded for each packet, but important challenges arise due to the tight storage, energy and bandwidth constraints of sensor nodes. Therefore, it is necessary to devise a light-weight provenance solution with low overhead. Furthermore, sensors often operate in an untrusted environment, where they may be subject to attacks. Hence, it is necessary to address security requirements such as confidentiality, integrity and freshness of provenance.
EXISTING SYSTEM
-Recent research highlighted the key contribution of provenance in systems where the use of untrustworthy data may lead to catastrophic failures. Although provenance modeling, collection, and querying have been studied extensively for workflows and curated databases, provenance in sensor networks has not been properly addressed. Disadvantages -Traditional provenance security solutions use intensively cryptography and digital signatures, and they employ append-based data structures to store provenance, leading to prohibitive costs. -As opposed to existing research that employs separate transmission channels for data and provenance. PROPOSED SYSTEM -In this paper, we have explored geographic routing in duty-cycled mobile WSNs and proposed two geographicdistance-based connected-k neighbourhood (GCKN) sleep scheduling algorithms for geographic routing schemes to be applied into duty-cycled mobile WSNs which can incorporate the advantage of sleep scheduling and mobility. -The first geographic-distance-based connectedkneighborhood for first path (GCKNF) sleep scheduling algorithm minimizes the length of first transmission path explored by geographic routing in duty-cycled mobile WSNs.
-The second geographic-distance based connectedkneighborhood for all paths (GCKNA) sleep scheduling algorithm reduces the length of all paths searched by geographic routing in duty-cycled mobile WSNs. -The problem of secure and efficient provenance transmission and processing for sensor networks is discussed -Provenance is used to detect packet loss attacks staged by malicious sensor nodes. -A provenance encoding strategy is proposed whereby each node on the path of a data packet securely embeds provenance information within a Bloom filter that is transmitted along with the data. -Upon receiving the packet, the BS extracts and verifies the provenance information.
-To devise an extension of the provenance encoding scheme that allows the BS to detect if a packet drop attack was staged by a malicious node. -Only fast Message Authentication Code (MAC) schemes and Bloom filters (BF) is used, which are fixed-size data structures that compactly represent provenance.
-Bloom filters make efficient usage of bandwidth, and they yield low error rates in practice.
ALGORITHM USED:
-Geographic-distance-based connected-k neighborhood (GCKN) sleeps scheduling algorithms.
Advantages
-The GCKNF and GCKNA are very effective in shortening the length of the transmission path explored by geographic routing in duty-cycled mobile WSNs compared with the CKN sleep scheduling algorithm and the GSS algorithm.
-Our work has shown that sleep scheduling is a worthy research direction to adapt geographic forwarding methods into duty-cycled mobile WSNs.
-Secure provenance transmission in sensor networks, and identify the challenges specific to this context; -Proposed an in-packet Bloom filter provenance encoding scheme; -Efficient techniques for provenance decoding and verification at the base station; -Detects packet drop attacks staged by malicious forwarding sensor nodes; LITERATURE SUMMARY -Pedigree captures provenance for network packets in the form of per packet tags that store a history of all nodes and processes that manipulated the packet. However, the scheme assumes a trusted environment which is not realistic in sensor networks. -ExSPAN describes the history and derivations of network state that result from the execution of a distributed protocol. This system also does not address security concerns and is specific to some network use cases.
-SNP extends network provenance to adversarial environments. Since all of these systems are general purpose network provenance systems, they are not optimized for the resource constrained sensor networks.
-Hasan et al. propose a chain model of provenance and ensure integrity and confidentiality through encryption, checksum and incremental chained signature mechanism.
-Syalim et al. extend this method by applying digital signatures to a DAG model of provenance. However, these generic solutions are not aware of the sensor network specific assumptions, constraints etc. Since provenance tends to grow very fast, transmission of a large amount of provenance information along with data will incur significant bandwidth overhead, hence low efficiency and scalability.
-Vijaykumar et al. propose an application specific system for near-real time provenance collection in data streams. Nevertheless, this system traces the source of a stream long after the process has completed. -Chong et al. embed the provenance of data source within the dataset. While it reflects the importance of issues we addressed, it is not intended as a security mechanism, hence, does not deal with malicious attacks. Besides, practical issues like scalability, data degradation, etc. have not been well addressed.
